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Introduction

The Duke of Edinburgh’s International Award Barbados is registered in Barbados as charity
number 3. Through the Duke of Edinburgh’s International Award Barbados Charity (Barbados
Charity Number 214), it is licensed by The Duke of Edinburgh’s International Award Foundation
(England and Wales Charity Number 1072453) as a National Award Operator to administer,
manage and coordinate the delivery of The Duke of Edinburgh’s International Award (“The
Award”) in Barbados.

Purpose

This Data Protection Policy outlines the internal procedures and standards that The Duke of
Edinburgh's International Award Barbados ("Award Barbados") employs to ensure compliance
with the Barbados Data Protection Act (BDPA) and to protect the personal data of participants,
staff, volunteers, and other stakeholders.

Scope

This policy applies to all staff, volunteers, contractors, and third parties who process personal

data on behalf of Award Barbados. It covers all personal data collected, stored, processed, or

shared by Award Barbados, including but not limited to data stored in the Online Record Book
(ORB).

Roles and Responsibilities

1. Board of Trustees
© Ensure oversight of data protection practices and compliance with the BDPA.
©  Provide necessary resources for data protection initiatives and staff training.
2. National Award Council
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Development and review of data protection policies and processes.
© Ensure that adequate data protection systems are in place.
3. Data Protection Officer (DPO)
©  Monitor compliance with the BDPA and this policy.
©  Serve as the point of contact for data protection inquiries and issues.
©  Conduct regular audits and risk assessments.
4. Staff and Volunteers
© Adhere to the data protection principles outlined in this policy.
©  Report any suspected data breaches or violations immediately to the DPO.
5. Third-Party Processors
© Operate under strict confidentiality agreements.
©  Process personal data only for specified purposes and in compliance with the
BDPA.

Data Protection Principles
Award Barbados adheres to the following data protection principles under the BDPA:

1. Lawfulness, Fairness, and Transparency
Data will be collected and processed lawfully, fairly, and transparently.
2. Purpose Limitation
Personal data will only be collected for legitimate purposes necessary for Award
delivery.
3. Data Minimization
Only data that is necessary for specified purposes will be collected and processed.
4. Accuracy
Personal data will be accurate and updated regularly.
5. Storage Limitation
Personal data will be retained only for as long as necessary for its intended purposes.
6. Integrity and Confidentiality
Appropriate security measures will be in place to protect personal data from
unauthorized access, loss, or damage.

Data Handling Procedures
1. Data Collection
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©  Collect personal data through secure methods, such as encrypted forms or
password-protected systems.
©  Obtain consent from data subjects where required by law.
2. Data Processing
©  Process personal data only for the purposes outlined in the Privacy Policy.
© Restrict access to data to authorized personnel only.
3. Data Storage
© Store electronic data on secure servers with encryption.
©  Maintain physical records in locked cabinets with restricted access.
4. Data Sharing
©  Share data only with authorized third parties under confidentiality agreements.
©  Ensure third-party processors comply with the BDPA.
5. Data Disposal
©  Delete or securely destroy personal data that is no longer needed.
© Use shredding for physical records and certified data destruction for electronic
records.

Data Breach Response Plan
In the event of a data breach, Award Barbados will:

1. ldentify and Contain
© Immediately identify the breach and take steps to contain it.
2. Assess the Impact
©  Evaluate the nature and scope of the breach, including data affected.
3. Notify Authorities and Affected Parties
©  Report significant breaches to the Data Protection Commissioner within 72
hours, as required by the BDPA.
© Inform affected individuals if their rights or data are at risk.
4. Remediate and Prevent
© Implement measures to address vulnerabilities and prevent future breaches.

Training and Awareness
Award Barbados endeavours to:
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1. Provide regular training to staff and volunteers on data protection principles and
practices.

2. Conduct workshops to ensure understanding of the BDPA and organizational policies.

3. Include data protection as a core component of onboarding processes.

oy

Monitoring and Review
Award Barbados will:
1. Conduct regular audits to ensure compliance with the BDPA and this policy.

2. Review and update this policy annually or as required by changes in legislation or
organizational needs.

Contact Information
For inquiries related to this Data Protection Policy, please contact:

Fabian Norville - Data Privacy Lead

The Duke of Edinburgh's International Award Barbados
Sheraton Mall, Sargeant’s Village, Christ Church, Barbados
office@theawardbarbados.com

436-8754

You may also contact Ms. Lisa Greves, the Data Protection Commissioner at:

Data Protection Commission, Ministry of Industry, Innovation, Science and Technology,
5th Floor SSA Building,

Vaucluse, St. Thomas.

Email: lisa.greaves@barbados.gov.bb

This Data Protection Policy will be reviewed annually or as required to comply with changes in
the BDPA or related regulations.

This policy includes linkages and associations with the following:

- |AF Data Protection Policy
- Barbados Data Protection Act 2019
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- Serious Incident Reporting Policy
- Award Privacy Policy
- Volunteer Service Agreement
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This Privacy Policy will be reviewed annually or as required to comply with changes in the BDPA
or related regulations in Barbados or the International Award Foundation.
This policy was reviewed and approved by the National Award Council Executive on

2025, represented by the undersigned.

Stephen R Smith
Chairman of Council
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